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Amendmeny to the Claims:

The following listing of claims replaces all previous versions and listings of claims:
Listing of Claims:
I (currently amended) A computer-based method for a nul(j parly ¢lectronic

service, the method comprising steps of:

negotiating a machine interpretable service specification between all partics, which
would cooperate with a particular application running on a host system; delining said service

specification lo:
identify cooperating partics;

identify a requestor and format of a scrvice request, said request is adapted to

contain information about an individual who js not a party to the machinc-interpretable

service speciftcation;

conduet conditional processing steps required for said service request, said

conditional processing steps is adapted to usc stored data about said individual; and

provide conditional notifications, said notifications is adapicd lo include

1

additional information about the individual described in the request;

providing a sccure compuiition environment in said host system; uploading
said scrvice specificalion into said sceure compulation environment; cnlorcing said service

specilication with regards to all cooperaling partics;
recciving a scrvice request from said requestor;

providing a sceure co-processor in said secure computation cnvironment for

processing said scrvice request, where said secure processing includes:

determining the serviee specification that govems said service request;
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validaling the actual requestor and the content of the scrvice request
against an expected requestor and expeeted contents as defined in the service speeification;

and

exceuling the conditional processing and the notifications as defined in

{he sorviee specification.

2. (original) The method of claim 1 further comprising the step of allowing at
Icast one parly of said cooperating partics Lo cancel said service specification wherein all

future service requests that rely on said cancelled service specification will be rejected.

ER (original) The mcthod of claim 2 wherein said steps of negoliating a machine
interpretable service specification, uploading, enforcing, receiving a scrvice request, and
canceling said service speeification compriscs the step of conducting said previous steps

multiple tines.
4, (original) The mcthod of ¢laim 1 further comprising the steps of:

negotiating multiple machine interpretable service specifications; defining said

multiple seevice specifications;

uploading saitl multiple service specifications into said sceure computation

enviromnent; and
cnforcing said mulliple service specifications with regards to all cooperating parlies.

3. (original) ‘The method of claim 4 whercin said secure proccssing steps further
conpriscs {he siep of having at teast onc of said secure proccssing steps being executed

unconditionally.

6. (original) The method of claim 1 wherein said secure proccssing steps further

camprises the step of having at least onc of said sceure proccssing steps usc dafa provided in
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said service request and found in said host system to derive further information about said

individual deseribed in said serviee request.

7. (otiginal) The method of claim 6 wherein said al least one of said sccure
processing steps further comprises the step of computing a corrclation between biomctric

data provided in said service request and biometric data looked up in said host system,

8. (original) The method of claim 1 wherein said step of providing conditional

notifications Anther comprises the step of providing an emply message.

9. (original) The method of claim 1 whercin said step of negotiating a machine
interpretable service specification between all parties further compriscs the stcp of providing

a conleacl for governing the negotiated service specification.

10.  (original) Tho method of claim 1 wherein said sccure processing steps lurther

coraprises the step of notifying said requestor that said service requcst was processexd,

11.  (original) The method of elaim 1 wherein said step of cnforcing said service
“specification further compriscs the step of uploading at least one database from at lcast onc
parly of said coaperating partics, infonnation containcd therein from said at Icast one

database is stored in said host system.

12.  (original) The method of claim 4 wherein said step ol negotiating multiple
machine interpretable service specifications between any cooperating parties further
compriscs the step of providing & contract for governing each negotiated service

specilication,

13.  (original) The method of claim | wherein said step ol providing conditional
notifications furthce comprises the step of providing a notification that is adapted to contain

infonnation aboul said individual.

14.  (original) The method of claim 13, wherein said step of providing a
notilication that is adapted to contain information about said individual further compriscs the
step of providing said notification to at lcast one party of said cooperating parties, said at
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Jeast one parly of said cooperating partics is a party other than said requestor.

15.  (original) The mcthod of claim 14, wherein said step of providing a
nolt fication 1o at least one parly of said cooperaling parties that is adapted to contain
informalion about said individual further comprises (he step of providing notification to said
at least one party of said cooperating parlics that is a party other than a provider of said stored

data.

16. (original) The method ol claim 1 whercin said step of providing conditional
notifications furlher comprises the step of providing a notification to at least one party ol said

cooperating parlies that is adapted Lo contain no information about said individual.

17. (currcntly amended) Apparatus for a multiparty electronic scrvice, the apparatus

comprising:

at lcast one host computer adapicd to have at least onc securc co-processor operating

in 1 sceure compulation environment, said al least one host computer opcralivc to:

negotiale a machine interpretable scrvice specification between all patties,

which would cooperate with a particular application running on said host compulcr;
upload said service spccification inlo said secure compuiation environmenl;
enforce said scevice spocification with regards to all cooperating partics;

receive a service request from a requestor, the service request being adapted to

contain information about an individua! wha is not a party to the machine interpretable

———

service specification;

exccute secure pracessing of said scrvice request; and provide notificalions as

defined in the service specilication.

18.  (currcntly amended) The apparalus of claim 17, whercin said at least onc host

computer is further operative to define said service specification lo:
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identify said cooperaling parties;

identify said requestor and the format of said scrvice requesty-said-request is-adapted

1o contain information-about ar-individual;
conduet conditional processing steps required for said service request, said
conditional processing steps is adapted to use stored data about said individual; and

provide conditional notifications, said conditional notifications is adapted to include

additional information about the individual desceribed in the request.

19, (original) The apparatus of claim 17 wherein said at least onc host computer is

further operative to execule said secure processing to:

delermine the service specification that governs said serviee request; validate said
requestor and the content of the service request against an expected requestor and cxpected

conients as defined in the scrvice specification; and
exceute conditional processing as defined in the service specification.

20.  (original) The apparatus of claim 17 wherein said at lcast one host computer is
further operative (o provide said notifications as conditional notifications that is adapted to

include additional information about an individual described in the request.

21.  (original) The apparatus of claim 17 wherein said at lcast one hosl compuler is

furiher oporative to provide a conlract for governing the ncgotiated service specification.

22,  (original) The apparatus of claim 17 wherein said at least one host computer
operalive (o negoliate said machine interpretable service specification, upload said scrvice
specilication, enlorce said scrvice specificalion, and receive a scrvice request, is further
opecative to conducl said ncgotialing, uploading, en forcing and receiving functions multiple

(imnes.
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23.  (original) The apparatus of claim 17 whercein said at least one host computer is
futther operative to use duta provided in said service request and found in said host computer

to derive further information about an individual described in said service request.

24, (original) The apparatus of claim 23 wherein said at least one host computer is
further operative (o compute a corrclation between biometric data provided in said service

request and biometiic data looked up in said host computcr.

25.  {original) The apparatus of claim 17 wherein said at Jeast onc host computer is
further operative to compute a correlation between biometric data provided in said scrvice

request and biometric data looked up in said host computer.

26.  (original) The apparatus of ¢laim 17 whereim said at lcast one host computer

operative to provide notifications is further opcrative to provide an emply message.

27.  (original) The apparatus of claim 17 wherein said at least onc host computer is
furlher opcerative to upload at Icast onc database [rom at lcast onc party of said cooperating
partics, information contained therein from said at least one database is adapted to be stored

in said host computer.

28.  (original) The apparalus of claim 17 wherein said at least one host computer
operative fo negotiate a machine interpretable scrvice specification between all partics is

further operative to:
nepgotiate multiple machine interpretable service specifications;
define said mulliple service specifications;

upload said wmultiple scrvice specifications inlo said securc computation environment;

and

enlorce said muoltiple service specifications with regards to all cooperating partics.
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29.  (original) The apparatus of claim 17 wherein said at least one host computer
operative to provide notifications is further operative to notify said rcquestor that said service

request was processed.

30. (original) T'he apparatus of ¢laim 27 wherein said at lcast onc host compuler
operalive lo provide notifications is further operative to provide conditional notifications that

is adapted to contain information about an individuoal,

31.  (original) The apparatus of claim 18 wherein said at least onc host computer is
{urther operative to provide said conditional notifications to another party of said cooperating

parties, said another party of said cooperaling partics is a party other than said requestor.

32. (currenily amended) The apparatusaetheod of claim 31, wherein said at lcast
onc host compuler operative to provide said conditional notifications to said another party of
said cooperating partics is further operative o provide said conditional notifications to a parly

other than a provider of said stored data.

33.  (currently amended) An identification apparatus for maiching individuals, the

apparatus comprising:

at lcast one host computer adapted to have at least one sceure co-processor operating

in a secure computation cnvironment, said at Ieast one host computer operative {o:

negotiate a machine interpretable contract between all parties, which would

conperate wilh a parlicular application running on said host computer;
upload said contract into said secure computation environment;
enforce said contract with regards to all cooperating partics;

reccive a scrvice request from a requestor, the service request being adapled lo

contain information about an individual who is not a party to the machine interpretable

contract;
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exceule secure processing of said service request; and provide notifications as

defined in the coniract,

34,  (currently mnended) An article of manufacture for usc in a multiparty
cleclronic service, comprising a machine readable medium tangibly embodying a program of
instructions exccutable by a machine for implementing a method, the method comprising

steps of.

negotiating a machine inicrpretable service specification between all partics, which
would cooperate with a particulfar application running on a host syslem; dcfining said service

spectfication to:
identify cooperating parties;

identify a requestor and format of a scrvice request, said request is adapted to

conlain information about an individual who is not a party to the machine interpreiable

service speeifieation;

conduct conditional processing stops required for said service request, said

conditional processing steps is adapted to use stored data about said individual; and

provide conditional notifications, said notifications is adapted to include

additiona) information about the individual described in the request;
providing u sccurc computation environment in said host system;

uploading said service specification into said sccurc computation

cnvirormment;
enforcing said service specification with regards to all cooperating parties;
receiving a service request from said requestor;

providing a seeurc co-processor in said secure computation environiment for
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processing said service request, where said secure processing includes:

delennining the scrvice specification that governs said service request,
validating the actual requestor and the content of the service request against an expected

requestor and expected contents as defined in the service specilication; and

executing the conditional processing and the notifications as defined in

{he scrvice specification.

3s. (currently amended) A program storage device readable by a machine,
tangibly embodying a program ol instructions cxecutable by the machine to perform methods

sieps for managing a matching idenlification service, the method comprising the steps of:

negotialing a machine interpretable service specification between all parties, which

would cooperale with a particular application running on a host system;
defining said scrvice specification (o
idenlify cooperating patlics;

identify a requestor and format of a scrvice request, said rcquest is adapted to

contain information about an individual_who is not a party to the maching interprctable

scryige. specification;

conduct conditional processing steps required for said scrvice request, said

conditional processing steps is adapted to use stored data aboul said individual; and

provide conditional notifications, suid notifications is adapted to include

additional information about the individual described in the request;

providing a sccure compulation cnvironment in said host system; uploading
said service specification into said sceurc computation cnvironment; coforcing said service
specification with regards to all cooperating partics;
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receiving a service request rom said requestor;

providing a sccure co-proccssor in said sccure computation environment for

processing said service request, where soid sceure processing includces:
determining the scrvice specification that governs said scrvice request;

validating the actual requestor and the content of the service request
against an expected requestor and expected contents as defined in the service specification;

and

execuling the conditional proccssing and the notifications as defined in

the service specification.

36. (currcntly amended) A multiparly electronic service mcthod comprising the

steps of;

providing at lcast onc host computer adapted to have at lcast one securc COprocessor

operzling in a secure computation cavironment;

opceating said at least one host computer to negotiate a machinc interpretable service
specification between all parties, which would cooperate with a particular application running

oi1 said hosl compulcr;
uploading said service specification into said securc comiputation environment;
enforcing said service specification with regards to all cooperating parlies;

receiving a scrvice request from a requestor, the service request being adapted to

contain_information about an individual who is not a parly of the maching interpretable

service specification;

exceuting secure proccssing of said scrvice request; and providing notifications as

defined in the scrvice specification.
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37.  (currcntly amended) An jdentification method for matching individuals, the

method comprising the steps of:

providing at least one host computer adapted to have at Jcasl one securc coprocessor

operating in a secure computation cnvironment;

operating said at least one host compuler 1o negotiate a machine interpretable contract
hotween all partics, which would cooperate with a parlicular application running on said host

compuler;
uploading said contract into said sccure compulation environment;
cnlorcing said contract with regards to all coopcrating parties;

receiving a service request from a requestor, the scrvice request being adapled to

— i

conlain information about an individual who is not a party to the machinc-interpgetable

cuntract;
exceuting sceure processing of said service request; and
providing notifications as defined in the contract.

38, (currently amendcd) An article of manufacture for use in a multiparty
clectronic sctvice, comprising a machine readable medium 1angibly cimbodying a program of
instructions excewtable by a machine for jmplementing a mcthod, the method comprising

sleps oft

providing at lcast onc host computer adapled to have at lcast one sccure COprocessor

operating in a sccurc computation environment;

operating said at least one host compuicr 10 negotiate a machine interpretable scrvice
specification between all partics, which would cooperaic with a particular application Tuhning

on &nid host compuler;
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uploading said service specification into said sccure computation environment;
cnforcing said scrvice specification with regards to all cooperating pattics;

receiving a scrvice request from a requestor, the scrvice request being adapted to

contain infonnation about an individual who is not 3 parly to the maghine interpretable

service specification;
exceuling seeurc processing of said service request; and
providing nolifications as defined in the scrvice specification.

39, (eurrcntly amended) A program storage dovice readable by a machine,
tangihly eibodying a program of instructions executable by the machine to perform inethods

sleps for managing a matching identification scrvice, the method comprising the steps ol

providing at lcast one hosl computer adapted to have at least one secure coprocessor

operating in a seeure computation environment;

operating said at lcast one host computer to negotiatc a machine interpretable scrvice
specification between all partics, which would cooperate with a particular application running

on soid host computer;
uploading said scrvice specification into said sccurc compulation cavironment;
cnforcing said service specilication with regards to all cooperating partics;

reociving a service request from a requestor, the service requested being adapted to

contain_information about an individual who js nol a party to the machine interpretable

serviee specification;
exoculing sceure processing of said service request; and

providing nolifications as defined in the scrvice specification.
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40.  (currently amended) An arficle ol manufacture for use in malching
individuals, comprising a machine readable medium tangibly cmbodying a progran of
instructions exccutable by a machine for implementing a method, the method comprising

sleps of

providing at lcast onc host computer adapted to have at lcast one sccure Coprocessor

operaling i a scoure compulation cnviromment;

operating said at least one host computcr (o negotiate a machine interpretable contract
belween all partics, which would cooperale with a particular application running on said host

compuler;
uploading said contract into said sccure computation environment;
enforcing said contract with regards to all cooperating partics;

receiving a service request from a requestor, the serviee request being adapted to

contpin infonnation about an individual who is not a pari to the maching interpretable

conlract;
exceuling secure processing, of said scrvice request; and
providing notifications as defined in the contract.

41. (cwirently amended) A program storage device readablc by a machine,
tangibly embodying a program of instructions cxecutable by the machine (o per form incthods

steps for managing a matching identification scrvice, the mcthod comprising the steps of:

providing at least one host compuicr adapted to have at least one sccure CO-processor

operiting in a sccure computalion environment;

aperating said at lcast one host compuler to ncgotiate a machine interpretable contract
between all partics, which would cooperaic with a parlicular application running on said host

compuler;
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uploading said contract into said sccure computation cnvironment;
enforcing said contract with regards to all cooperaling partics;

receiving a scrvice request (rom a requestor, the service request bejng adapted to

contain information about an individual who is not a party to maching intempretable contract;

execnting scenre processing of said service request; and
providing notifications as defined in the contract.

42, (currently amended) A computer-based method for a multiparly clectronic

service, the method comprising steps ofi

implementing on a compuler system at lcast one contract for governing a service

between a service provider, a clicat and at least one other party;

receiving at said service provider a first request (rom a clicnt, the {irst request being

adapled 1o contain information about an individual who is not onc of the scrvice provider, a

clicnt and. ot lcast one other party,

sending from said service provider a daia request to one of at least onc other party;

receiving, at said service provider from said one of at least one other party, a data

response in a secure compuiation cnvironment,

determining, in accordance with said contract, whether a match exists between said

first request and said dala response;

if' 2 match results from said determining step, providing a notification of said match to

said at least one other party.

43.  (previously prescated) The method of claim 42 furthes compriscs the step of

providing said nolification even if there is no match as detcrmined in said determining step.
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44, (previously presenled) 'The melhod of claim 43, whercin said step of providing

snid notification comprises the step of providing a dummy message to said at lcast onc other

pariy.

45.  (previously presented) The mcthod of claim 42 further comprises the step of

notifying said clicnt that said first request was processcd.

40. (previously presented) The method of claim 42 whercin the implementing the
at least one contract step comprises the step ol assigning a contract TD for any contract that

governs a service between the service provider, the clicnt and the at least one other party.

47. (previously prosented) The method of claim 42 further compriscs the step of

exceuting the previous steps in a conlract engine within the securc computation environment.

48,  (previously presented) The method of claim 47 further comprises the step of

providing a plurality of contract engines coupled to a communication neiwork.

49, (previously presented) The method of claim 42 whercin the determining step

comprises the step of performing the determination in a cryplo-coprocessor.

50.  (currently amended) A computer-based method for a multiparty clectronic

service, the method comprising steps of:

implementing on a computer system at lcast onc contract for goveming a scrvice

Dbelween a serviee provider, a client and at least onc other parly,

detenmining, in accordance with said contract, whether a match exists betwceen a first
request from said client and a data response from onc of al 1cast onc other party, the first

request beipg adapied to contain information about an individua) who is not ong of thc

service provider, a_client and at Icast one other patly,

i

if a malch results from said determining step, providing a notification of said match (o

gaid at least one other party.
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51.  (previously presented) The method of claim 50 further comprises the step of

providing said notilication even if there is no maich as determined in said detenmining step.

52, (previously presonled) The nethod of claim 5 1, whercin said step of providing
<aid notification compriscs the step of providing a dummy message (o said at 1cast onc other

party.

53, (previously presented) ‘The incthod of claim 50 further compriscs the step of

nolifying said clicnt that said {irst request was processed.

54.  (previously presenied) The method of claim 50 wherein the implementing the
at loast one conlract step compriscs the step of assighing a contract 1D for any contract that

povems a scrvice between the service provider, the client and the at Icast onc other party.

55. (currently amended) A computcr-based method for managing a matching

identilication sorvice, the method comprising the steps of:

jinplementing on a computer system at least one contract having a conlract ID for
gaveining said matching identi fication service belween a scrvice provider, a client and at
least one other parly determining, in accordance with said contract TD, whether a matcl cXists
between a first request from said client and a data response from one of at least onc other

party, the first reguest being adapted to contain information about an individual who is not

onc,of the service provider, a clicnt ; and at least onc other parly;

if' 2 mateh results [rom said determining sicp, providing a notificalion of said match to

said at least one other parly,

506. (previously presented) The method of claim 55 further comprises the siep of

providing said notification cven if there is no match as determined iv said determining step.

§7.  (previously presented) The method of claim 56, whercin said step of providing
said notification compriscs the step of providing a dummy message to said at lcast anc other
patty.
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58.  (previously presented) The method of ¢laim 55 further comprises the step of

notifying said client that said first request was proccssed.

59, (currenily amended) Apparatus for a multiparty electronic service, the

apparatus comprising:
at Teast one liost compuler operative to:

enaintain and enforce at least one contracl for governing a scrvice between

scrvice provider, a client and at Jeast onc other party; and

to determine, in accordance with said al lcast one contract, whether a maich

cxists belween a first request from said client and a data response from onc of at least one

oilier parly, the st request being adapted 1o contajg information about an individual who is

not one of the service provider, a clicnt and at Icast one ollier party;

said at least one host computer is furlher operalive to provide a notification to

saicl at least one other party if a match results from said determination,

60.  (previously presented) The apparatus of claim 59, wherein said at lcast onc
host compuier is [urther operative to provide said notification to said at least onc other patty

if no match results from said dotermination.

61,  (previously presented) The apparatus ol claim 60, wherein said at least onc
host computer is further opcrative to provide a dummy message to said at lcast onc other

party.

62.  (previously presented) The apparatns of claim 59, whercin said at least onc
host computer is furlher operative to provide a notification to said client that said first request

was processed.

03. (previously presented) "The apparatus of claim 59, wherein said at Jeast one

host COmpaLeT COmpriscs:
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